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PARENT FACTSHEET – JANUARY 2020 

Keep your child safe from cyber-
flashing 
 

What is it? 

Cyber-flashing is when a stranger sends an explicit picture, uninvited, to your phone via Wi-Fi or 
Bluetooth. It’s sexual harassment.  

It’s most likely to happen on public transport or in crowded places. 

The file-sharing app AirDrop for iPhone and iPads is most commonly associated with cyber-
flashing, but there are lots of different file-sharing apps out there. 

With AirDrop, it’s easy for anyone to send you images. The automatic preview feature means you 
also see images without actually opening them. 

 

3 steps to keep your child safe 

1. Restrict who can send files to your child’s phone 

Most file-sharing apps allow users to restrict who can send files to them by Wi-Fi or Bluetooth. 
Find out which apps your child uses, then make sure your child knows how to use these settings.   

For AirDrop on iPhones: 

 Open ‘Control Centre’ (swipe up from the bottom of the screen or down from the upper-right 
corner, depending on the model) 

 Press firmly on the network settings card in the upper-left corner. This will open more 
connectivity controls 

 Tap and hold the AirDrop icon 

 Select ‘Contacts Only’, or ‘Receiving Off’ (to not receive AirDrop requests) 

Or, do this by going to Settings > General > AirDrop. 

Some of the other most popular file-transfer apps include: 

 Google Drive 

 Dropbox 

 Microsoft OneDrive 

 AirDroid 

 Zapya 

Make sure your child knows to only accept files from people they know. 

2. Turn off Bluetooth when not using it 

Otherwise, it’s easy for strangers nearby to send images to your child’s phone.  
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To do this on iPhone, open ‘Control Centre’ (see above), then tap the Bluetooth icon (it looks like 
a ‘B’). The icon dims when it’s off. 

On Android, swipe down from the top (you might need to do this twice or scroll across). Then 
tap the Bluetooth ‘B’ icon to turn it off. It’ll be grey when Bluetooth is off. 

3. Make sure your child knows what to do if it happens to them 

If your child doesn’t feel in immediate danger, they should take a screenshot and report the 
incident to the police using the non-emergency numbers: 

 If it happens on public transport, text 61016 or call 0800 40 50 40 

 If it happens anywhere else, call 101 

If your child feels scared or in immediate danger, they should call 999. They should also move to 
a safe place – find someone in authority to talk to like platform staff, a security guard or a shop 
manager. 

If it happens in school, your child should talk to a trusted adult immediately. 

 

Sources 

This factsheet was produced by Safeguarding Training Centre from The Key. 

 How to use AirDrop on your iPhone, iPad, or iPod touch, Apple 
https://support.apple.com/en-gb/HT204144#setoptions 

 Use Bluetooth and Wi-Fi in Control Centre, Apple 
https://support.apple.com/en-us/HT208086 

 What is cyber-flashing?, Ask the Police 
https://www.askthe.police.uk/content/Q989.htm 

 61016: our non-emergency text number, British Transport Police 
http://www.btp.police.uk/61016_text_service1.aspx  
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PARENT FACTSHEET – AUGUST 2020 

Keep your child safe on 
Instagram 
 

What’s the problem? 

 There have been lots of media stories about bullying on Instagram, and children seeing 
harmful images and advice about weight loss, self-harm and suicide  

 It’s the top platform for online ‘grooming’ – gangs use it to recruit children, and strangers can 
use it to contact your child and ask them for naked pictures, or to send photos to your child 

 Children can feel pressure to look a certain way – for example, feeling like they should look 
like other users who share weight-loss content  

 The minimum age to have an account is 13, but it’s easy to pretend to be older to sign up 

In August 2020, Instagram launched a new feature called ‘reels’, where users can share short 
videos with effects and music with their followers and with other Instagram users, similar to 
TikTok. If your child has a public account, their ‘reels’ might appear on Instagram’s ‘Explore’ 
page, meaning strangers could watch and comment on a video they’ve shared. 

6 steps to help your child use Instagram safely 

1. Set profile to ‘private’ to limit what strangers can see 

Instagram accounts are viewable by anyone, by default. Change this to ‘private’ so that only 
people who your child approves will be able to ‘follow’ them and see content they share, 
including ‘reels’. Anyone can send you a photo or video directly, though. 

To do this, go to ‘Settings’ (tap the person icon in the bottom-right of the app home screen, then 
tap the 3 lines in the top-right and choose ‘Settings’), then go to Privacy > Account Privacy, and 
turn on ‘Private Account’. 

Tell them to only ‘approve’ people they know and trust in real life. 

2. Restrict comments and interactions on posts to limit harmful interactions 

Open ‘Settings’, go to ‘Privacy’, and then (iPhone) ‘Comment controls’ or (Android) ‘Comments’. 
Here, your child can: 

 On iPhone only, choose who to allow comments from (under ‘Allow comments from’) 

 Block specific people from interacting with their posts (under ‘Block comments from’) 

 Automatically hide comments that might be offensive (under ‘Hide offensive comments’) – 
also known as the ‘anti-bullying filter’ 

 Choose words and emojis they never want to see on their posts (under ‘Manual filter’) 

3. Make sure your child knows about restricting, blocking and reporting 

Restricting is a feature meant to tackle bullying, that’s a bit of a halfway house to blocking 
someone. If you restrict someone, other people won’t see their comments on your posts, and you 
won’t be notified about their comments or messages from them either. You can still view their 
comments and approve or delete them. They also won’t see when you’ve read their messages.  
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To restrict someone: 

 Swipe to the left (iPhone) or tap and hold (Android) on a comment they’ve left on your post, 
tap the exclamation mark, and then Restrict; or 

 Go to their profile, tap the 3 dots in the top-right, then choose restrict 

Young people are often reluctant to block others, so reassure your child that blocking and 
reporting is anonymous.  

 To block an account, tap the 3 dots at the top-right of the person’s profile (to get there, tap 

their username at the top of a post), then choose ‘Block’, then tap ‘Block’ again to confirm  

 To report a photo in a feed, tap the 3 dots icon at the top of the post, then tap ‘Report’ 

 To report a comment, tap the speech bubble below the post, then swipe to the left (iPhone), 

or (Android) tap and hold on the comment. Tap the exclamation mark, choose whether it’s 
spam or inappropriate, and then select a reason why 

 To report an abusive photo, video or message that they’ve received directly, open the 

conversation, tap and hold the abusive message, then tap ‘Report’. Choose a reason for 
reporting the message, then tap ‘Report’ again 

 To report a profile, tap the 3 dots in the top-right of the user’s profile, then tap ‘Report’. 

Follow the on-screen instructions and choose a reason for reporting the profile 

4. Remind them to be careful about what they share and with who 

It’s easy to screenshot messages or images and share them with others. Before they share 
anything, tell your child to ask themselves: “would I be happy for other people to see this?”  

In particular, make sure your child knows not to take, share or view naked or sexually explicit 
pictures of themselves or another child, either voluntarily or if asked to by someone else.  

This is known as ‘sexting’ and is illegal, even when the person doing it is a child. Apart from 
being illegal, it can have lasting consequences and make your child vulnerable. 

5. Consider setting a daily limit on use 

You might have seen stories about children becoming obsessed with Instagram. Setting a limit 
for how much time your child spends on the app is one thing you can do to prevent this.  

Agree a time limit together. Then go to ‘Settings’ > ‘Account’ > ‘Your activity’ > ‘Set daily 
reminder’, and choose a time limit. Your child will then get a reminder once they’ve reached the 
limit. 

6. Tell our school about any bullying or grooming concerns you have 

Signs they may be being targeted by a gang or groomed for other reasons include having new, 
unexplained possessions, changes in friendship groups, behaviour and mood, and unexplained 
injuries. 

Sources 

 Rescue and Response: pan-London county lines service, Greater London Authority 
https://www.london.gov.uk/mopac-publications/rescue-and-response-pan-london-county-lines-service 

 Instagram Help Centre, and Empowering our community to stand up to bullying, Instagram 
https://help.instagram.com/ and https://about.instagram.com/blog/announcements/stand-up-against-bullying-with-restrict 

 Instagram, and What is Instagram Reels?, Net Aware 
https://www.net-aware.org.uk/networks/instagram/ and https://www.net-aware.org.uk/news/what-is-instagram-reels/ 

 Instagram biggest for child grooming online – NSPCC finds, Instagram ‘helped kill my daughter’, and  Instagram eating disorder 

content ‘out of control’, BBC News 
https://www.bbc.co.uk/news/uk-47410520, https://www.bbc.co.uk/news/av/uk-46966009/instagram-helped-kill-my-daughter and 
https://www.bbc.co.uk/news/uk-47637377 

This factsheet was produced by Safeguarding Training Centre from The Key: thekeysupport.com/safeguarding 

https://thekeysupport.com/terms-of-use
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PARENT FACTSHEET – FEBRUARY 2020 

Loot boxes and skins betting 
 

What are they? 

Loot boxes: a feature of online games where players pay to get unknown rewards, like items or 

modifications for their character. It’s similar to gambling, because most of the time you don’t 
know what you’re going to get before you pay. One example is FIFA player packs, where you 
buy a ‘pack’ of players, but don’t know who you’re going to get when you make the purchase. 

Skins betting: where people use ‘skins’ as betting currency (‘skins’ are extra items in online 

games that e.g. upgrade a weapon or character into a better one). You can earn real money if 
you win. People usually do this through specific websites that let you use skins to bet. 

 

What’s the problem? 

 Some children say they end up chasing a win with loot boxes, like gamblers do 

 Skins betting is a backdoor way for children to gamble underage 

 Gambling can be addictive, like drugs or alcohol, with a severe impact on emotional health 
and wellbeing 

 Teens have reported spending hundreds of pounds in a year on loot boxes, and losing skins 
worth thousands through gambling 

 

3 steps you can take 

1. Make sure your child knows the risks 

Your child might not realise they could lose hundreds or thousands of pounds. They might not 
understand the risk of addiction or that, in general, it’s illegal to gamble when you’re under 18.  

Explain that websites which guarantee wins or have offers that seem too good to be true are 
using these as a way to entice you in. Ultimately, behind these promotions is a business looking 
to make money.  

Explain how loot boxes are also like gambling as you take a risk for the chance of a reward. 

Tell them they should report skins gambling websites to the Gambling Commission: 
https://bit.ly/2JnBtm7  

2. Set limits on in-game spending to control how much your child can spend 

This will also help you stop them from spending loads of money without realising it. 

Please note: when following the instructions below, the exact steps you need to take may be a 
little different depending on the device and software version you’re using. 

On Xbox, go into your family settings and choose a child account. Select Privacy & online safety 

> Xbox Live privacy > View details & customise > Buy & download and then select ‘On’ in the 
‘Ask a parent’ box. 

https://thekeysupport.com/terms-of-use
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To learn more about how to set up a family account with ‘child’ profiles for your children, see this 
page: https://bit.ly/2pnrPZI 

On Android devices, open the Play Store and tap the 3-lines button in the top left. Then, select 

Settings > Require authentication for purchases > For all purchases through Google Play on this 
device. 

On Apple devices, go into Settings > Screen Time > Content and Privacy Restrictions (enter 

your passcode if asked) > iTunes and App Store Purchases > choose a setting (for example, in-
app purchases) and set to ‘Don’t allow’. 

On PlayStation: 

 Go to Settings > Parental Controls/Family Management > Family Management 

 Select the user you want to set a spending limit for 

 Select ‘Applications/Devices/Network Features’ under the ‘Parental Controls’ section 

 Select ‘Monthly Spending Limit’ and press X 

You’ll need to set up accounts for family members, with adult and child accounts, and make sure 
you and other adults have family manager or parent/guardian status. Read more about how to do 
this here: https://bit.ly/2Wk3Jer 

3. Know the signs of problematic activity 

Look out for signs, like if your child: 

 Is short of money or has unexplained sources of money 

 Becomes secretive or starts lying 

 Loses interest in school and other hobbies, as well as in their health and appearance 

 Has mood swings if they’re not able to access games or devices 

Speak to our school if you’re concerned about your child, and seek support from organisations 
like BigDeal (https://www.bigdeal.org.uk) and the Gambling Commission. 

 

 

Sources 

 Use parental controls on your child’s iPhone, iPad and iPod touch, Apple 
https://support.apple.com/en-gb/HT201304 

 Skin betting: children as young as 11 introduced to gambling, BBC News, 12 December 2017 
https://www.bbc.co.uk/news/technology-42311533 

 Research library, Gambling Commission 
https://www.gamblingcommission.gov.uk/news-action-and-statistics/Statistics-and-research/Levels-of-participation-and-
problem-gambling/Research-library.aspx 

 Gambling safely: guidance for parents, Gambling Commission 
https://www.gamblingcommission.gov.uk/for-the-public/Safer-gambling/Consumer-guides/Gambling-safely-guidance-for-
parents.aspx 

 Gaming the system, Children’s Commissioner 
https://www.childrenscommissioner.gov.uk/publication/gaming-the-system/ 

 How to set parental controls and spending limits on PS4, PlayStation 
https://www.playstation.com/en-gb/get-help/help-library/my-account/parental-controls/ps4-parental-controls/ 

 About the core family safety features of Xbox One 
https://beta.support.xbox.com/help/family-online-safety/online-safety/core-family-safety-features 

This factsheet was produced by Safeguarding Training Centre from The Key: 
www.thekeysupport.com/safeguarding 
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https://www.gamblingcommission.gov.uk/for-the-public/Safer-gambling/Consumer-guides/Gambling-safely-guidance-for-parents.aspx
https://www.childrenscommissioner.gov.uk/publication/gaming-the-system/
https://www.playstation.com/en-gb/get-help/help-library/my-account/parental-controls/ps4-parental-controls/
https://beta.support.xbox.com/help/family-online-safety/online-safety/core-family-safety-features
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PARENT FACTSHEET 

Child safety on Snapchat 
 

Snapchat is an app for sending photos and videos (known as ‘Snaps’), and text messages. The 
‘Stories’ feature lets users share photos or videos with all their contacts at once. 

Snaps disappear after being opened, usually within seconds. Stories disappear after 24 hours. 
Images and messages aren’t automatically saved on phones. 

The minimum age to use Snapchat is 13, but it’s easy to sign up if you’re younger. 

What’s the problem? 

 There’s a ‘high’ risk of seeing sexual content, and of bullying 

 Your child’s location could be shared automatically with their contacts, which could put them 
in danger if they have strangers as ‘friends’ on the app 

 There’s a risk of children being ‘groomed’ by strangers into sharing pictures and information 
about themselves. Gangs also use apps to groom and recruit children 

 

4 steps to help your child use Snapchat safely 

1. Tell your child to only use it with real friends 

Anyone could pretend to be a child or teenager online, so encourage your child not to talk to 
people they don’t know in real life. 

2. Use privacy settings 

By default, only ‘friends’ your child has added on Snapchat can contact them directly and see 
their story or location, so encourage your child to keep those default settings.  

To check and change the settings: 

 Tap the person icon in the top-left of Snapchat, then the cog in the top-right. Scroll down to 
‘Additional Services’ and tap the relevant options (‘Contact Me’ and ‘View My Story’) 

 Under ‘See My Location’, choose ‘Ghost Map’ to turn location sharing off 

 Under ‘See Me In Quick Add’ you can stop your child’s profile from being suggested to 
strangers as a potential ‘friend’ 

3. Talk to your child about ‘sexting’ and being careful about what they share 

Even though images disappear in Snapchat, they can be screenshotted and then shared – 
outside of the original sender’s control.  

So, remind your child to think carefully about the images they share, and with who. Before they 
share anything, tell them to ask: “would I be happy for other people to see this?” 

In particular, make sure your child knows not to take, share or view naked or sexually explicit 
pictures of themselves or another child, either voluntarily or if asked to by someone else.  

This is known as ‘sexting’ and is illegal, even when the person doing it is a child. It can also be 
distressing for a child to be a victim of sexting, or to see an inappropriate image that someone 
else has shared. 
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4. Make sure your child knows how to use reporting and blocking functions 

 To report a Snap or Story, press and hold on it, tap the flag, then explain the problem 

 To remove or block a friend, swipe to the right to go to the ‘Chat’ screen, then tap and hold 
on the person’s name. Tap ‘More’, then choose ‘Remove friend’ or ‘Block’  

What can I do about online bullying? 

 Encourage your child to talk to you if someone says something upsetting or hurtful to them 

 Look for signs they may be being bullied, like being afraid or reluctant to go to school, feeling 
nervous, losing confidence or becoming distressed and withdrawn, or losing sleep 

 Tell our school about any bullying your child experiences 

There are also few ways you can save images and messages as evidence: 

 Use another device to, quickly, take a photo of the image or message (this is the only way 
you can save the image without other people knowing) 

 Tap on the message, quickly, to save it (other people will know, from the grey background) 

 Take a screenshot, quickly (the person who shared it will get a notification) 

 Change your ‘delete’ settings to save messages for 24 hours – swipe to the right to go to the 
‘Chats’ screen, tap and hold a friend’s name, then ‘More’ > ‘Delete Chats…’ > ’24 Hours after 
Viewing’ 

What can I do if I think my child is being targeted by a gang? 

Share your concerns with our school immediately. You can also contact the NSPCC for advice – 
call 0808 800 5000 or email help@nspcc.org.uk. 

Be alert to changes in your child – such as having new unexplained possessions, changing 
friendship groups, behaviour and mood changes, unexplained injuries. 

Sources used for this factsheet 

 Rescue and Response: pan-London county lines service, Greater London Authority 
https://www.london.gov.uk/mopac-publications/rescue-and-response-pan-london-county-
lines-service 

 Snapchat, NetAware 
https://www.net-aware.org.uk/networks/snapchat/ 

 Sexting, NSPCC 
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/sexting/ 

 Snapchat Support, Snapchat and Safety Centre, Snap Inc 
https://support.snapchat.com/en-US and https://www.snap.com/en-GB/safety/safety-
center/ 

 Instagram biggest for child grooming online – NSPCC finds, BBC News 
https://www.bbc.co.uk/news/uk-47410520 

This factsheet was produced by Safeguarding Training Centre from The Key: 

thekeysupport.com/safeguarding 
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PARENT FACTSHEET – JANUARY 2021 

Keep your child safe on 
TikTok  
What is it? 

A video-sharing app that’s huge with children and teenagers right now. You lip-sync to music or 
do comedy sketches, and can add effects to your videos. You can also gain followers (or ‘fans’) 
and watch other people’s videos. 

The age recommendation is 13 and above, but it’s easy for younger children to sign up too.  

What are the main things to watch out for? 

 User profiles talking about ‘trading’ or swapping pictures or videos 

 Emojis that are seen as sexually suggestive, like the aubergine 

 Hashtags, like #tradefortrade, which suggest the user is looking to trade illicit content 

 Sexual lyrics and swearing in songs 

 Content about eating disorders (known as ‘pro-ana’) 

Under-16s can't send or receive private messages. But once users have made contact, like 
through comments on videos, they could still switch to another app like Snapchat to chat 
privately and swap images and videos. 

7 steps to keep your child safe 

1. Use family pairing (also known as family safety mode) 

This feature lets parents control some settings on their child’s account from their own phone 
(there’s more on which features below). 

You’ll need to download TikTok and link your account to your child’s. Once you’ve created a 
profile, go to your profile > tap the ‘…’ icon in the top right to open settings > Family Pairing > 
‘Parent’. Follow the same steps on your child’s phone but choose ‘Teen’, then scan the QR code 
with your camera to link your accounts. 

2. Keep account set to private and limit profile information 

Accounts for users aged 13 to 15 are set to private by default. This means that only ‘followers’ 
that your child has approved can see your child’s videos.  

But even with a private account, anyone can still search for and find your child’s profile. Tell them 
not to share personal information publicly, like their full name or where they go to school. Plus, 
encourage your child to only accept ‘follower’ requests from people they know and trust. 

To check that your child’s account is private, on their phone, simply go to your child’s profile > … 
> Privacy > check ‘Private Account’ is turned on. 

If you have family pairing set up, you can check this using family pairing. 

3. Set age limits so your child doesn’t see inappropriate content 

You can do this through the family pairing settings. You can also use family pairing to turn off 
search on your child’s account.  
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If you’re not using family pairing, on your child’s phone go to Settings > Digital wellbeing > 
Restricted mode > follow the steps in the app.  

4. Consider setting a time limit on use 

TikTok can be hard to put down – help your child rein in their use with a time limit. You can do 
this through the family pairing settings, or on your child’s phone. Go to the Digital wellbeing 
section > Screen time management > follow the steps in the app.  

5. Restrict in-app purchases to block spending 

On iPhones, if you already have Screen Time turned on, go to Settings > Content and Privacy 
Restrictions > enter your passcode if asked > turn on Content and Privacy > tap iTunes and App 
Store Purchases > In-app Purchases > set to Don’t Allow. 

If you don’t already have Screen Time turned on, go to Settings > Screen Time > tap to turn it on 
> choose whether it’s your device or your child’s device > follow the steps to set up a passcode. 
Then just follow the steps above to block in-app purchases. 

On Android, open Play Store, tap the menu button in the top left > scroll to Settings > Require 
Authentication for purchases > Select ‘For all purchases through Google Play on this device’.  

Keep an eye on your bank statements to check your child isn’t getting round the controls.  

6. Check settings on interactions like duets, direct messages and comments 

Duets are where users reply to one person’s video with another, and then share it all. The videos 
appear together, side by side. This feature has now been turned off for users under 16, and set 
to followers only by default for users aged 16 to 17. 

You can change the settings for who can comment on your child’s videos via the Privacy section. 
Users aged 13 to 15 can choose between ‘friends’ or ‘no one’ – only users aged 16 and over can 
allow everyone to comment. The direct messaging feature is also restricted to users 16 and over. 

If you have family pairing set up, you can do the same through the family pairing settings. 

7. Make sure your child knows how to report content and users 

Filters aren’t perfect, so make sure your child knows how to report harmful or upsetting content 
or users. Make sure you both know the rules too – TikTok bans sexually explicit content, bullying, 
graphic content, “pro-anorexia” content, and hate speech.  

To report a user, go to their profile > tap … > Report > follow the steps in the app. 

To delete a follower, your child should go to their own Profile > Followers > tap the follower they 
want to remove > … > tap ‘Remove this follower’.  

To block users altogether, go to their profile > … > Block > follow the steps in the app. 

You report specific content through the video, comment or message itself. To report a video or 
message: open it, tap … > Report > follow the steps in the app. To report a comment: long 
press the comment > Report > follow the steps in the app. 

Sources 

This factsheet was produced by Safeguarding Training Centre from The Key: www.thekeysupport.com/safeguarding 

 TikTok bans under-16s from private messaging, BBC News, 16 April 2020 
https://www.bbc.co.uk/news/technology-52310529 

 TikTok is filled with pro-eating disorder content, despite its own rules, Buzzfeed 
https://www.buzzfeed.com/cameronwilson/tiktok-eating-disorder-videos-algorithm-for-you-page 

 Safety Centre, Strengthening privacy and safety for youth on TikTok, Support, TikTok 
https://www.tiktok.com/safety?lang=en&appLaunch, newsroom.tiktok.com/en-us/strengthening-privacy-and-safety-for-youth and 
https://support.tiktok.com/en/ 

 TikTok, the app super popular with kids, has a nudes problem, Vice, 6 December 2018 
https://motherboard.vice.com/en_us/article/j5zbmx/tiktok-the-app-super-popular-with-kids-has-a-nudes-problem 
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https://motherboard.vice.com/en_us/article/j5zbmx/tiktok-the-app-super-popular-with-kids-has-a-nudes-problem
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PARENT FACTSHEET 

Twitch 
 

Twitch is a website where users can watch videos and live streams of other users (known as 
‘broadcasters’), typically playing computer games. They can also live stream themselves.  

The minimum age to use it is 13, but it’s easy to sign up if you’re younger. 

 

What’s the problem? 

 Live streaming makes it harder to censor what people share or what language they use, so 
your child could be exposed to bullying content, or content that’s inappropriate for their age 

 The chat function means strangers could talk to your child. Twitch is one of the main 
platforms used to ‘groom’ children (where an adult builds a relationship with a child to 
manipulate, exploit and abuse them) 

 

5 steps to help keep your child safe on Twitch 

1. Find out what your child is watching 

Try watching together at first, or find out what channels they’re watching and research them 
yourself. This will help you see whether what they’re watching is age appropriate. 

2. Encourage your child to only talk to people they know 

Anyone could pretend to be a child or teenager online, so encourage your child not to talk 
privately to people they don’t know in real life. If they do talk to people they don’t know, for 
example in group chats, tell them not to give out information that could identify them, such as 
their school name or the name of the street you live on. 

3. Restrict content in chat 

This will make it less likely that your child will see inappropriate content, though no filter is 
perfect. 

In browser, start watching a channel, then click the cog icon in the bottom left > under ‘My 
preferences’ click ‘Chat filters’ > tick ‘Enable filtering in chat’ > tick the filters you want to enable. 

On the app, start watching a stream, then tap the video > tap the cog icon at the top right of the 
video > under ‘Chat options’ tap ‘Enable filtering in chat’ > tick ‘Enable filtering in chat’ > tick the 
filters you want to enable. 

These settings will apply to other channels too. 

4. Block private messages from strangers 

Your child can block private messages (known as ‘whispers’) from strangers. To do this, go to 
the ‘Privacy’ section of the ‘Security and privacy’ page, and tick to block messages from 
strangers. 

5. Make sure your child knows how to report and block people 

https://thekeysupport.com/terms-of-use
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Twitch’s community guidelines ban behaviour like threats of violence, hateful conduct and 
harassment, spam, and sexual content. Knowing how to report or block people breaking these 
rules will help your child and others stay safe. 

Report content from a broadcaster 

In the bottom right on the website, below the video player, click the 3-dot icon > click ‘Report’ > 
fill in the report form with a description of the issue.  

On mobile, the 3-dot icon is next to the ‘Whisper’ and ‘Friend’ buttons on iOS and in the top right 
corner on Android. Choose ‘Report’ > select the report reason > type a description in the 
description field > tap ‘Send’. 

Report and block users from chat 

Click on a user’s name in a chat > click the 3 dot icon > ‘Report’ (or ‘Block’) > fill in the report 
form. 

On mobile, tap on the username > select ‘Report’ (or ‘Block’) from the menu > select why you’re 
reporting them > type in a report reason > tap ‘Send’. 

Report and block users from whispers 

Click the cog button in the top right of the whisper window, and then select the most appropriate 
option from ‘Block user’ or ‘Report user’. 

On mobile, tap the cog wheel next to the username you want to report or block from inside the 
whisper screen > select ‘Report’ or ‘Block’. If you’re reporting, you can then choose the 
appropriate reason. 

 

What else can I do? 

 Encourage your child to talk to you if someone says something upsetting or hurtful to them, or 
if they see something they find upsetting 

 Look for signs they may be being bullied, like being afraid or reluctant to go to school, feeling 
nervous, losing confidence or becoming distressed and withdrawn, or losing sleep 

 Tell our school about any bullying your child experiences 

   

 

Sources 

 Twitch, Net Aware  
https://www.net-aware.org.uk/networks/twitch/ 

 200,000 young people may have been groomed on social networks, NSPCC 
https://www.nspcc.org.uk/about-us/news-opinion/2019/200000-young-people-groomed-on-social-networks/ 

 Twitch Help, Twitch 
https://help.twitch.tv/s/?language=en_US 

This factsheet was produced by Safeguarding Training Centre from The Key: thekeysupport.com/safeguarding 

https://thekeysupport.com/terms-of-use
https://www.net-aware.org.uk/networks/twitch/
https://www.nspcc.org.uk/about-us/news-opinion/2019/200000-young-people-groomed-on-social-networks/
https://help.twitch.tv/s/?language=en_US
https://safeguarding.thekeysupport.com/
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PARENT FACTSHEET – NOVEMBER 2020 

Keep your child safe on 
WhatsApp  

What are the risks? 

 Bullying, particularly in group chats 

 Seeing content of a sexual nature, or showing violence and hatred 

 A new option for messages to disappear after 7 days. This could make it harder to track 
bullying, and your child might share things they wouldn’t otherwise because it’ll disappear 

 Sharing their live location, particularly with people they don’t know in person 

 Spam or hoax messages 

 Being exposed to strangers through group chats 

WhatsApp says the minimum age to use it is 16, but younger children can still use it easily. 

 

6 steps to help your child use WhatsApp safely 

1. Keep their personal information and location private 

By default, WhatsApp shows profile photos, status and when you last used it to all users. 

Encourage your child to only share this information with their contacts, and be careful about who 
they talk to on the app, as anyone could pretend to be a child online. 

To check and change these settings: 

 On iPhones, open settings in WhatsApp (the cog icon), then Account > Privacy. Tap the 
setting you want to change, then choose who it should be visible to 

 On Android, tap the 3 dots in the top-right of the home screen, then > Settings > Account > 
Privacy. Tap the setting you want to change, then choose who it should be visible to 

WhatsApp also has a feature that you can use to share your ‘live location’ with others. Tell your 
child to keep this turned off, or to only share their location with people they trust. 

To check this: 

 On an iPhone, go to phone Settings (the cog icon) > WhatsApp > Location, and tap to 
change if you need to 

 In Android, go to privacy settings as above, then scroll down to ‘Live location’, and tap to 
change if you need to 

2. Remind your child to be careful about what they share 

It’s easy to forward messages, photos and videos to others on WhatsApp. Even if your child sets 
a message to automatically disappear or deletes it after sharing it, the person they send it to 
could still screenshot it, forward it to someone else, or save it. 

So before they share anything, tell them to ask themselves: “would I want others to see what I’m 
about to send?” 

https://thekeysupport.com/terms-of-use
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3. Remind your child they can leave group chats 

If they see something they’re not comfortable with in a group chat, or are in a chat with someone 
they don’t know and are uncomfortable with, they should leave the group. To do this: 

 On an iPhone, go into the group chat, tap the group subject, then > Exit group > Exit group 

 On Android, go into the group chat, tap the 3 dots in the top-right, then > More > Exit group 

4. Make sure your child knows how to report and block people 

When they first receive a message from an unknown number, they’ll have the option to report it. 

If someone in your child’s contacts is upsetting them or making them uncomfortable, they can 
report or block them at any point. (WhatsApp won’t tell the user they’ve been blocked/reported.) 

To do this: 

 On an iPhone, open settings in WhatsApp, go to Account > Privacy > Blocked > Add New…, 
then find the contact they want to block, and tap the contact 

 In Android, tap the 3 dots icon, then Settings, then tap Account > Privacy > Blocked 
contacts, tap the icon in the top right showing a person and a plus sign, search for the contact 
they want to block, then tap the contact to block them 

To report issues like offensive or abusive content or spam: 

 On iPhone, go to Settings in WhatsApp > Help > Contact us 

 In Android, tap the 3 dots in the top-right of the home screen, then > Settings > Help > 
Contact us 

5. Encourage your child to watch out for spam and hoax messages 

These can appear to come from contacts, as well as people they don’t know. Tell your child to 
watch out for messages that: 

 Ask them to tap on a link, or specifically to click on a link to activate a new feature 

 Ask them to share personal information like bank account details, date of birth or passwords 

 Ask them to forward the message 

 Say they have to pay to use WhatsApp 

 Have spelling or grammar errors 

6. Tell our school about any bullying they experience 

Look for signs they may be being bullied, like being afraid or reluctant to go to school, feeling 
nervous, losing confidence or becoming distressed and withdrawn, or losing sleep. 

 

Sources used in this factsheet 

 WhatsApp, Net Aware 
https://www.net-aware.org.uk/networks/whatsapp/ 

 Bullying and cyberbullying, NSPCC 
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-cyberbullying/ 

 Frequently asked questions, WhatsApp 
https://faq.whatsapp.com/en 

This factsheet was produced by Safeguarding Training Centre from The Key: thekeysupport.com/safeguarding 

 

https://thekeysupport.com/terms-of-use
https://www.net-aware.org.uk/networks/whatsapp/
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https://faq.whatsapp.com/en
https://faq.whatsapp.com/en
https://safeguarding.thekeysupport.com/
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PARENT GUIDE 

Your child’s screen time 
If there’s a school closure or self-isolation due to coronavirus (COVID-19), 

your child will likely be spending more time on devices than usual, especially if 

doing remote learning. Know the risks, and what you can do to keep your child 

safe. 

 

What’s the problem? 

Spending time online and on devices can be a positive thing. But, higher screen time can put 
your child more at risk of: 

 Being bullied online 

 Abuse and grooming (when someone builds a relationship with a child to exploit or abuse 
them) 

 Seeing inappropriate content 

 Not getting enough sleep and exercise 

5 steps you can take to protect your child  

1) Set parental controls on devices 

Use parental controls to restrict access to in-app purchases and explicit or age-rated content, 
and, on some devices, how long they can spend on the device. 

You’ll likely need to set a password. Make sure it’s different from the password used to access 
the device, and that your child doesn’t know it.  

Parental controls are usually located under ‘Settings’. See below for more detailed instructions 
for different devices. 

2) Make sure they’re doing school work when they should be 

Try to keep an eye on what they’re up to on devices during school time – make sure they’re 
actually using them for any work they’ve been set. 

Some virus protection software packages include monitoring features, so check to see if yours 
has this.  

You can also buy standalone monitoring apps. See this guide for more: 
https://www.internetmatters.org/resources/monitoring-apps-parents-guide/ 

3) Talk to your child about staying safe online 

Tell them: 

 They should only talk to people they know and trust in real life – anyone can pretend to be a 
child online 

 If they do talk to people they don’t know, don’t give away personal information – like what 
street they live on or where they go to school, or share their location with them. Say no to any 
requests they get for images or videos, and stop talking to the other person 

https://thekeysupport.com/terms-of-use
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 Set their profiles to private, to limit what others can see 

 Be ‘share aware’ – think carefully about what they share and with who. Once it’s out there, 
they’ve got no control over what the other person does with it. Remember, it’s illegal to take, 
share or view sexual images of under-18s, full stop 

 If they see something that upsets them, or someone bullies them, tell an adult they trust 

Don’t feel confident starting a conversation with your child about what they’re up to online? Read 
this advice from the NSPCC: https://www.nspcc.org.uk/keeping-children-safe/online-
safety/talking-child-online-safety   

4) Agree rules on screen time 

There’s no recommended ‘safe’ amount of screen time, but you should try to avoid screens an 
hour before bedtime.  

Agree some limits to stop screen time interfering with your child’s sleep or family activities: 

 Make a plan together, and stick to it. You could set media-free times and zones, like during 
meals or in bedrooms 

 Model the behaviour you want to see – which may mean no screen time for you at the times 
agreed with your child. Children are more likely to learn from example 

 Try to minimise snacking during screen time 

 Turn not using screens into a game, using apps like Forest, where not using devices is 
rewarded 

5) Encourage off-screen activities 

 Get your child active for the recommended 60 minutes a day:  

 See www.nhs.uk/change4life/activities for free ideas for activities and games 

 Try an app that’s designed to get children active – see the examples at 
www.internetmatters.org/resources/apps-guide/apps-to-help-kids-get-active/  

 Build in screen breaks if they’re doing school work at home. 5 to 10 minutes every hour 
should help. They could take a break to get a drink of water, look out of the window for a 
few minutes, or do some easy exercises like neck rotations and forward bends 

 Develop your child’s communication and reading skills with the activities (for 0 to 5 year-olds) 
recommended here: https://hungrylittleminds.campaign.gov.uk/ 

 

 

 

 

https://thekeysupport.com/terms-of-use
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How to set parental controls on your devices 

Please note: when following the instructions below, the exact steps you need to take may be a 

little different depending on the device and software version you’re using. 

Microsoft devices (Windows computers and Xbox) 

You’ll need to have a family account set up, with ‘child’ profiles for your children. Learn more 
here: https://support.microsoft.com/en-us/help/12413 

You can’t change existing adult accounts to child accounts.  

Set screen time limits 

 Go to https://account.microsoft.com/family and sign in to your Microsoft account 

 Find your child’s name and select ‘Screen time’ 

 Switch ‘Use one schedule for all devices’ to ‘On’ to use the same schedule for all devices. Or 
scroll down and switch on screen time for different devices individually if you want to have 
separate schedules 

You can set time ranges for using devices, and how many hours per day, for each day. 

Set age limits for apps, games and media 

Online: 

 Sign in to your Microsoft account, as above, and find your child’s name 

 Select ‘Content restrictions’ 

 Go to ‘Apps, games and media’ and switch ‘Block inappropriate apps, games and media’ to 
‘On’. Under ‘Allow apps and games rated for’, select the age limit you want to apply to your 
child 

On Xbox: 

 Sign in with an adult account 

 Press the Xbox button on the controller to open the guide, and then select System > Settings 
> Account > Family 

 Select the child account you want to put controls on, select ‘Access to content’, then se lect 
the age limit you want to set 

Block inappropriate websites 

Online: 

 Sign in to your account, find your child’s name, and select ‘Content restrictions’ 

 Scroll down to ‘Web browsing’ and switch ‘Block inappropriate websites’ to ‘On’ 

 To block specific sites, add links to them under ‘Always blocked’ 

 To make it so your children can only access websites you’ve explicitly allowed, check the box 
next to ‘Only allow these websites’ 

Xbox: 

 Sign in to an adult account, press the Xbox button and follow the steps to get family settings 
above 

 Select the child account you want to put controls on, then select ‘Web filtering’ 

https://thekeysupport.com/terms-of-use
https://support.microsoft.com/en-us/help/12413
https://account.microsoft.com/family
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 Select the dropdown to see the available options, and choose the level of filtering you want 

Manage purchases in the Microsoft Store 

Online: 

 Sign in to your account, as above, find your child’s name and select ‘Spending’ 

 Under ‘Ask a parent’, switch ‘Needs adult approval to buy things’ to ‘On’ 

Xbox: 

 Go into your family settings, as explained above, and choose a child account 

 Select Privacy & online safety > Xbox Live privacy > View details & customize > Buy & 
download and then select ‘On’ in the ‘Ask a parent’ box 

Read more here: https://support.microsoft.com/en-us/hub/4294457/microsoft-account-
help#manage-family 

 

iPads and iPhones 

Set a screen time passcode 

 Go to ‘Settings’ (a grey icon with a circular pattern on the home screen) and tap ‘Screen 
Time’ 

 Tap ‘Continue’, then choose whether it’s your device or your child’s 

 If it’s your device and you want to stop your child changing your settings, tap ‘Use 
Screen Time Passcode’ to create a passcode. Re-enter the passcode to confirm 

 If it’s your child’s device, follow the prompts on the device until you get to ‘Parent 
Passcode’ and enter a passcode, then re-enter it to confirm 

Block in-app purchases 

 Go into Settings > Screen Time > Content and Privacy Restrictions. Enter your passcode if 
asked 

 Tap ‘iTunes & App Store Purchases’ 

 Choose a setting (for example, in-app purchases) and set to ‘Don’t allow’ 

Block explicit content and set controls on apps 

 Go to Settings > Screen Time > Content & Privacy Restrictions > Content Restrictions 

 Choose the settings you want for each feature or setting under ‘Allowed Store Content’ 

Filter website content 

This sets restrictions on what websites children can access (e.g. you can limit access to adult 
content). 

 Go to Settings > Screen Time > Content & Privacy Restrictions 

 Enter your screen time passcode 

 Tap ‘Content Restrictions’, then ‘Web Content’ 

 Choose ‘Unrestricted Access’ (access to any website), ‘Limit Adult Websites’ (to block access 
to adult content in Safari) or ‘Allowed Websites Only’ (to set specific websites as ‘approved 
websites’ and limit access to only these websites) 

Read more here: https://support.apple.com/en-gb/HT201304 

https://thekeysupport.com/terms-of-use
https://support.microsoft.com/en-us/hub/4294457/microsoft-account-help#manage-family
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Fire Tablet 

Set a parental controls password 

 Swipe down from the top of the screen, then tap ‘Settings’ (a cog icon) 

 Tap ‘Parental Controls’ 

 Tap the switch next to ‘Parental Controls’ 

 Enter a password, confirm it, then tap ‘Finish’ 

Restrict apps, features and content 

 In ‘Parental Controls’, tap ‘Amazon Content and Apps’ to choose which content or apps you 
want to block 

 You can set your device so that you can only play videos and Twitch (a live streaming 
platform), and access WiFi and location services, by entering your parental controls 
password. Go into ‘Password Protection’ in ‘Parental Controls’ to toggle these on 

 To block access to Amazon, go to ‘Parental Controls’ and press ‘Amazon Stores (excluding 
Video)’, and tap to block 

Block in-app purchases 

 Go to the Amazon Appstore on your device 

 Select Account > Settings > Parental Controls 

 Tap ‘Enable Parental Controls’, and then enter your account password. Once you’ve done 
this, your child won’t be able to buy anything in the app without your Amazon password  

Restrict available content 

 Go Parental Controls > Amazon Content and Apps 

 Toggle categories to ‘Blocked’ to block access to relevant apps and games 

Set times when your child can use the tablet 

 Go to ‘Parental Controls’ 

 Tap the switch next to ‘Set a Curfew’, then tap ‘Curfew Schedule’ 

 Set the day and time limits you want 

To unlock a device during a curfew, enter your parental controls password. 

Read more at https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201357720 and 
https://www.laptopmag.com/articles/parental-controls-fire-tablet 

See here for more information on settings for specific devices, as they can vary: 
https://www.amazon.com/gp/help/customer/display.html?nodeId=200127470 

 

Android phones 

Set up parental controls 

 Open the Play Store app, tap the 3-lines button in the top left > Settings > Parental controls 

 Toggle Parental controls to on 

 Create a PIN. Make sure to choose a PIN your child doesn’t already know 

You can then choose the highest age rating you want to allow for apps and games, films, TV, 
books and music. Go into each option and choose the age rating you want. 

https://thekeysupport.com/terms-of-use
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Restrict purchases 

 Open the Play Store and tap the 3-lines button in the top left 

 Select Settings > Require authentication for purchases > For all purchases through Google 
Play on this device 

Manage screen time 

You’ll need to set up Family Link to do this (see this page for more: 
https://support.google.com/families/answer/7101025?hl=en). Family Link is an app that lets 
parents set “digital ground rules” for their children.  

Then, in the Family Link app, select your child and follow the steps below. 

To set a daily limit on a device, on the ‘Daily limit’ card, tap ‘Set up’ or ‘Edit limits’ > follow the 
instructions on the screen. 

To set time limits for specific apps (only for devices running Android Nougat or newer), on the 
‘Today’s activity’ card, tap ‘Set limits’ > next to app you want to limit, tap the sand timer icon > 
Set limit (an icon with the top half of the sand time filled) > set a daily time limit for the app > tap 
‘Set’. 

To set a bedtime, on the ‘Bedtime’ card, tap ‘Edit schedule’, then follow the instructions on the 
screen to set a bedtime. 

 

PlayStation 

You’ll need to set up accounts for family members, with adult and child accounts, and make sure 
you and other adults have family manager or parent/guardian status. Read more about how to do 
this here: https://www.playstation.com/en-gb/get-help/help-library/my-account/parental-
controls/family-management/ 

Set a login passcode and system restriction passcode 

A login passcode means that only you can log in to the ‘family manager’ user on the system.  

To do this: 

 Go to Settings (this should be shown by a toolbox icon) > Login Settings > Login Passcode 
Management 

 Set a 4-digit passcode using the controller, then re-enter it to confirm 

Using a system restriction passcode will prevent your child from changing parental control 
settings. To do this: 

 Go to Settings > Parental Controls/Family Management > PS4 System Restrictions 

 Enter the existing system restriction passcode (if you haven’t set one before, the default is 
0000) 

 Select ‘Change System Restriction Passcode’ 

 Enter a new 4-digit passcode using the controller, then re-enter it to confirm 

The PlayStation website also explains how to disable new user creation and guest login: 
https://www.playstation.com/en-gb/get-help/help-library/my-account/parental-controls/ps4-
parental-controls/ 

Set spending limits 

 Go to Settings > Parental Controls/Family Management > Family Management 

https://thekeysupport.com/terms-of-use
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 Select the user you want to set a spending limit for 

 Select ‘Applications/Devices/Network Features’ under the ‘Parental Controls’ section 

 Select ‘Monthly Spending Limit’ and press X 

Restrict access to network features 

 Go to Settings > Parental Controls/Family Management > Family Management (you may 
need to enter your account password) 

 Select the user you want to set restrictions for 

 Select ‘Applications/Devices/Network Features’ under the ‘Parental Controls’ section 

 Under ‘Network Features’, you can choose whether to allow a child user to communicate with 
other players on the PlayStation Network, or view content created by other players 

Set age rating levels for games, Blu-ray Discs and DVDs 

 Go to Family Management, as above (you may need to enter your account password) 

 Select the user you want to set the age level for 

 Select ‘Applications/Devices/Network Features’ and select the content you want to restrict 

 

 

Sources used in this guide 

This factsheet was produced by Safeguarding Training Centre from The Key: 
www.thekeysupport.com/safeguarding 

 Manage devices, apps & screen time, Google for Families Help 
https://support.google.com/families/topic/7336331?hl=en&ref_topic=6149867 

 Should visual display unit (VDU) users be given breaks?, HSE 
https://www.hse.gov.uk/contact/faqs/vdubreaks.htm 

 Guidelines issued on activity and screen time for babies and toddlers, NHS 
https://www.nhs.uk/news/pregnancy-and-child/who-guidelines-screen-time/ 

 Physical activity guidelines for children and young people, NHS 
https://www.nhs.uk/live-well/exercise/physical-activity-guidelines-children-and-young-people/ 

 Share Aware resources for schools and teachers, NSPCC Learning (scroll down to the parent’s leaflet in the 
grey box) 
https://learning.nspcc.org.uk/research-resources/schools/share-aware-teaching/  

 The health impacts of screen time: a guide for clinicians and parents, Royal College of Paediatrics and Child 
Health 
https://www.rcpch.ac.uk/resources/health-impacts-screen-time-guide-clinicians-parents 

 Sexting in schools and colleges, UK Council for Internet Safety 
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges 
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PARENT FACTSHEET – APRIL 2020 

Keep your child safe on YouTube 

What’s the problem? 

 Videos that look like they’re child-friendly can include violent or disturbing content, and it’s 
difficult for YouTube to catch all of these videos before children see them. They might be 
suggested videos, or appear in search results 

 There’s a risk that adults can use YouTube to contact children and ‘groom’ them into sharing 
explicit pictures or videos of themselves 

 Children can share personal information which could put them in danger, such as which 
street they live on or their school 

5 steps to take 

1. Turn on ‘restricted mode’ to help hide videos that may have inappropriate content 

On the website:  

 Click on the icon in the top-right corner that represents your YouTube account 

 In the drop-down menu look for ‘Restricted Mode’ 

 Toggle ‘On’ 

In the iPhone and iPad app: 

 In the top right, tap your profile picture 

 Tap ‘Settings’ 

 Tap ‘Restricted Mode Filtering’ 

 Tap ‘Strict’ to turn restricted mode on 

In the Android app:  

 Tap the 3 dots icon in the top right 

 Tap ‘Settings’ 

 Tap ‘General’ 

 Turn ‘Restricted mode’ on or off 

2. Turn off autoplay and manage recommendations to help stop your child seeing 
upsetting or disturbing videos by accident 

In a video page, toggle the ‘Autoplay’ option to off. Depending on your device, this may show in 
the top right of the screen, or below the video. 

You can also use the ‘Don’t recommend channel’ option to remove channels from your 
recommendations. To do this: 

 Click the 3 dots next to a video on the homepage 

 Select ‘Don’t recommend channel’ 
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3. Tell your child not to share any personal information with others 

This is anything that could identify them or give away their location, like the name of the street 
they live on, their school name or their school uniform. 

4. Check for comments on videos your child uploads 

YouTube says it has disabled comments on videos of children, but do still regularly check for 
comments made on any videos your child shares. Look out for comments asking for more 
specific videos or personal information. 

5. Flag inappropriate videos and comments to YouTube 

Use the ‘flagging feature’ to prompt YouTube staff to check content and decide whether to block 
or restrict it in line with its community guidelines: 

 On the page with the video, tap the 3 dots (‘more’) icon next to a video or comment 

 Select ‘Report’ (this is a flag icon in Android and iPhone and iPad apps) 

 Select the reason for flagging, and provide any extra details you think will help YouTube staff 

 

 

 

 

 

Sources 

 Reporting and enforcement, YouTube 
https://support.google.com/youtube/topic/2803138?hl=en&ref_topic=6151248 

 YouTube bans comments on all videos of children, BBC News 
https://www.bbc.co.uk/news/technology-47408969 

 Exclusive: adults using YouTube to groom children into making inappropriate videos, 4 News 
https://www.channel4.com/news/exclusive-adults-using-youtube-to-groom-children-into-making-inappropriate-videos 

 I’m worried about the related videos that show up next to what my kid watches on YouTube. Is there any way to filter out 
what shows up in that section?, Common Sense Media 
https://www.commonsensemedia.org/youtube/im-worried-about-the-related-videos-that-show-up-next-to-what-my-kid-
watches-on-youtube-is 

This factsheet was produced by Safeguarding Training Centre from The Key: thekeysupport.com/safeguarding 
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